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'he Brazilian Data Protection Authority (ANPD) has issued
important guidance covering a variety of privacy aspects
including security measures, determining controller and
processor capacities, and how the ANPD administrative
process will be applied to investigating companies ana
imposing penalties. We have gathered those we consider
the most relevant.




JANUARY 2021

Ordinance No. 11 of 2021

Publicizes the Brazilian National Data Protection Authority’'s (ANPD) regulatory agenda for the biennium

2021-2022.

4 N

A first glimpse into ANPD’s activities plan. The
agenda includes a number of issues as well as the
ways through which the ANPD aims to discuss and
disseminate them (resolution, guide or ordinance).

- /

-

and international data transters, as we
practices guide relating to the legal

Data Protection Law (LGPD).

-

Some publications are still scheduled for 2022,
including resolutions on data subjects’ rights,
on the personal data protection officer (DPO)

~

| as a best

of personal data in the Brazilian General Personal

orocessing

/



https://www.in.gov.br/en/web/dou/-/portaria-n-11-de-27-de-janeiro-de-2021-301143313?utm_test=test

MARCH 2021

Ordinance No. 1 of 2021

Establishes the ANPD’s internal regulations

-

A thorough document for those who want to
understand the authority's procedures and
limitations, which are all internal regulations. The
ANPD has a complex organizational structure that
includesvariousboardswith differentareasofactivity
and competences. The internal regulation released
by Ordinance No. 1/2021 covers the ANPD’s whole
organizational structure.

\

N O

NS

~

The ANPD is described in Article 1 of the internal
regulations as “a body of the Presidency of the
Republic.” The ANPD is now a special autarchy,
with increased autonomy and procedural ability,
thanks to Provisional Measure No. 1.124/2022. It
is worth mentioning that the provisional measure
has not yet been transformed into legislation and
is presently being debated in Congress.

/



https://www.in.gov.br/en/web/dou/-/portaria-n-1-de-8-de-marco-de-2021-307463618

SEPTEMBER 2021

The National Consumer Defense Council’s Data Protection Center's guidance, developed in

collaboration with ANPD and SENACON

4 N

Simplifies the LGPD’s most important aspects for
consumer awareness. Also includes guidelines
for public and private organizations’ activities in
regards to personal data processing in order to
avoid violating consumer rights.

- /

4 N

An essential guide that symbolizes the ANPD's
collaborative activity with consumer protection
organizations, taking into account the Technical
Cooperation Agreement between the ANPD and

SENACON.

- /



https://www.gov.br/anpd/pt-br/documentos-e-publicacoes/arquivos-de-documentos-de-publicacoes/guia-do-consumidor_como-proteger-seus-dados-pessoais-final.pdf
https://www.gov.br/anpd/pt-br/documentos-e-publicacoes/arquivos-de-documentos-de-publicacoes/guia-do-consumidor_como-proteger-seus-dados-pessoais-final.pdf

OCTOBER 2021

Information Security Guide for Small Processing Agents

Version 1.0

4 N

Directs small processing agents to preserve the bare
minimum ofinformation security, takingintoaccount
the processing agent’s economic capabilities while
applying legal requirements.

- /

4 N

Used as a general guide that establishes the
minimum requirements for information security
measures in Brazil, which must be surpassed by

“medium” and “large” processing agents—which
will not be defined by the ANPD.

-

/



https://www.gov.br/anpd/pt-br/documentos-e-publicacoes/guia-vf.pdf

OCTOBER 2021

Resolution CD/ANPD No. 1 of 2021

Approves the Regulation of the Supervision Process and the Administrative Sanctioning Process in the
scope of the ANPD.

4 N O N

The ANPD has three different natures of action, This resolution was the missing piece for the
according to Article 15 of the Resolution No. 1 of application of administrative sanctions by the
2021: monitoring, enforcementand prevention. The ANPD to begin. Therefore, after the publication
main function of this resolution is to clarity how these of the resolution as of August 1, 2021, it became
actions will be conducted, which are the procedures possible to apply the sanctions listed in Article 52
to be followed by ANPD, and what we can expect to of LGPD.

be the authority’'s next steps, especially regarding

the sanctions.

- NS /



https://www.in.gov.br/en/web/dou/-/resolucao-cd/anpd-n-1-de-28-de-outubro-de-2021-355817513

JANUARY 2022

Guide: Personal Data Processing by Public Authorities

a2 N

Intendsto specify criteriathatcan offerlegal certainty
to operations that assist public organizations and
bodies in the adaptation and implementation of
activities arising from the LGPD, particularly related

to the execution of policies and the provision of
public services.

" )

Brazilian Data Protection Authority’s Most Relevant Publications To Date

4 N

An interesting guide for private parties because it
specifieslegalbases,suchasconsentandlegitimate

interest, and presents the ANPD's perspective on
their application.

" )



https://www.gov.br/anpd/pt-br/documentos-e-publicacoes/guia-poder-publico-anpd-versao-final.pdf

JANUARY 2022

Resolution CD/ANPD No. 2 of 2022

-

\

The Regulation on the
Application of the LGPD for
Small Treatment Agents s
approved. Once more, the
ANPD tailors the LGPD criteria
to the economic capabilities of
each processing agent.

"

Brazilian Data Protection Authority’s Most Relevant Publications To Date

"

-

Under current legislation, the
resolution defines small-size
treatment agents (Article 2, 1)
as: microcompanies, small-size
companies, startups and legal
entities of private law, including
non-profit enterprises.

~

"

-

The principal impact of
Resolution CD/ANPD No. 2
for other processing agencies
is the definition of high-risk
processing in Article 4. As a
result of this resolution, we
know whatthe ANPD considers
high-risk processing, and we
can more quickly determine
when a Data Protection Impact
Assessment (DPIA) is required.

~

)



https://www.in.gov.br/en/web/dou/-/resolucao-cd/anpd-n-2-de-27-de-janeiro-de-2022-376562019#wrapper

APRIL 2022

Guide: Personal Data Processing Agents and Data Protection Officer Definitions

Version 2.0

a2 N

This handbook contains a high level of practical
applicationtowhichallprocessingagents(controllers,
processors and joint controllers) are susceptible
and provides a great support in assessing each
orocessing capacity. It outlines the obligations ana
orocedures of the agents more thoroughly than the
| GPD and specities who can fulfill each function.

" )

Brazilian Data Protection Authority’s Most Relevant Publications To Date
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Furthermore, it introduces the capacity of joint

controllers, which is not directly addressed in the
LGPD.

10


https://www.gov.br/anpd/pt-br/documentos-e-publicacoes/Segunda_Versao_do_Guia_de_Agentes_de_Tratamento_retificada.pdf
https://www.in.gov.br/en/web/dou/-/resolucao-cd/anpd-n-1-de-28-de-outubro-de-2021-355817513

JUNE 2022

Guide: Application of the LGPD in the electoral context by data processing agents

Given that 2022 is an election
year in Brazil, the ANPD has
decided to produce a guide

related to such circumstances
and how the LGPD shall apply.

~

o /

Brazilian Data Protection Authority’s Most Relevant Publications To Date

-

"

It contains highly important
information and  security
suggestions, mentioning the
Information Security Guide for
Small Processing Agents and
reinforcing the assumption that
it brings the criteria recognized
as ANPD minimumes.

N

)

In addition, this guide covers
the collection of cookies and
how the legitimate interest
may serve on a lawful basis for
such processing activity.

11


https://www.gov.br/anpd/pt-br/documentos-e-publicacoes/guia_lgpd_final.pdf

AUGUST 2022

Regulation of Dosimetry and Application of Administrative Penalties

4 N

The ANPD has submitted for
public consultation the draft
resolution that approves the
Regulation of Dosimetry andthe
Application of Administrative
Penalties.

o /

Brazilian Data Protection Authority’s Most Relevant Publications To Date

-

The authority's aim is to

"

foreseen

promote the effectiveness
of administrative sanctions
in the LGPD by
establishing a methodology to
apply the sanctions, with clear
parameters and criteria.

N

The methodology adopted by
the ANPD for the application
of sanctions is crucial to
understand the infractions
which the agency considers
most serious as well as the
most important compliance
measures for businesses.

"

12


https://www.mayerbrown.com/en/perspectives-events/publications/2022/08/anpd-launches-public-consultation-on-regulation-of-dosimetry-and-application-of-administrative-penalties

SEPTEMBER 2022

Guide: Preliminary Study of Processing Children’s and Adolescents’ Personal Data

-

The ANPD has submitted a preliminary study for
public consultation regarding the legal bases
applicable for the processing of children’s and
adolescents’ personal data, as the lack of clarity
of Article 14, Section 1, of the LGPD allowed for
different interpretations on whether consent would
be the only lawful basis for processing the personal
data of minors.

"

~

Brazilian Data Protection Authority’s Most Relevant Publications To Date

-

Based on the findings of the preliminary
study, the ANPD asserts that the processing of
children’s and adolescents’ personal data can
be performed due to the legal bases provided
for in articles 7 and 11 of the LGPD, observing
the applicable legal requirements and the best
interest principle.

~

13


https://www.mayerbrown.com/en/perspectives-events/publications/2022/09/anpd-launches-public-consultation-on-preliminary-study-of-processing-childrens-adolescents-personal-data

OCTOBER 2022

Guide: Cookies

-

The Brazilian Data Protection
Authority (ANPD) issued a non-
binding guidance on cookies
with several recommendations
for controllers regarding this
Issue.

"

Brazilian Data Protection Authority’s Most Relevant Publications To Date

-

"

to assessing the

Controllers are advised to
implement a Cookies Notice

and first-and second-level
Cookies  Banners.  Special
attention should be given

of processing personal data
obtained from cookies.

lawfulness

~

)

-

The ANPD also stressed
accountability  requirements
related to cookies, such as
managing and documenting
consent,aswellascarryingouta
legitimate interest assessment
as needed.

"



https://www.mayerbrown.com/en/perspectives-events/publications/2022/11/brazilian-data-protection-authority-issues-guidance-on-cookies
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